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B R I E F  R E C A P  – T H E  E U R E G U L AT O R  I S  S T R O N G LY  AW A R E  O F  T H E  T H R E AT  L A N D S C A P E

EU GENERAL DATA PROTECTION REGULATION

Taking into account 

the state of the art

Objective assessment

of the risk

Data protection 

impact assessment

Unauthorised disclosure of

or access to personal data

Resilience of processing 

systems and services

Data

Encryption

Notification 

within 72 hours

Restore in a 

timely manner

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2016:119:FULL&from=EN

Threat landscape evolution

New challenges

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2016:119:FULL&from=EN
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ORGANIZATIONS FACE DIFFICULT CHALLENGES

SKILLED & SHORTAGE

SOC PERSONNEL
GROWING

SILOED ALERTS TO

FALSE POSITIVES 

RATIO

RULE-BASED 

DETECTION IS NOT

GOOD (ENOUGH) 

VS.

DETECTION OF 

UNKNOWN

THREATS
(TOO) LONG MTTD

(LACK OF) 

INCIDENT RESPONSE

STANDARD PROCESS

AND WHAT ABOUT INTELLIGENCE?AND WHAT ABOUT ROOT CAUSE ANALYSIS?AND WHAT ABOUT STAFF TURNOVER?
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OK, HOW TO CONTRIBUTE TO WELL INFORMED
INCIDENT MANAGEMENT DECISION MAKING?
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WHAT IF?

• ORCHESTRATION ACROSS 

SECURITY 

INFRASTRUCTURE

• ROLE-BASED PRIORITIZED 

INCIDENT RESPONSE 

WORKFLOWS

• INVESTIGATIONS VIA FULL 

RECONSTRUCTION

Deepest

Attack

Insight

• PACKETS

• LOGS

• ENDPOINT

• THREAT INTELLIGENCE

• NETFLOW

• CLOUD

• BUSINESS CONTEXT

COMPLETE CONTROL 

OVER RESPONSE

BROADEST SOURCES

OF VISIBILITY ANALYTICS ENGINE

MACHINE 

LEARNING

ORCHESTRATION 

AUTOMATION

UEBA
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I M P R O V E D  V I S I B I L I T Y  &  I N C I D E N T / B R E A C H  M A N A G E M E N T  – R S A N E T W I T N E S S

On

Prem

Cloud

Investigation

Compliance 

Reporting

Endpoint Analysis

Session 

Reconstruction

Incident 

Management

Capture Time 

Data Enrichment

LIVE

LOGS

PACKETS

ENDPOINT

NETFLOW

ActionAnalysisVisibility

LIVE

Threat Intel | Biz Context 
RSA LIVE

Advanced 

Analytics

ENRICH

Rules | Parsers | DS Models  Reports | Feeds

Powered by RSA Research, Incident Response & Engineering

LIVE

REDUCING GAPS TO OUR ADVERSARIES
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RSA RISK AND CYBERSECURITY SERVICES

35 years 

delivering 

solutions on a 

global basis

Specialists in 

operationalizing 

risk reduction and 

operationalizing 

cybersecurity 

across verticals

Innovative toolset

from RSA Labs 

with leadership in 

7 Gartner Magic 

Quadrants

Battle-tested 

experts leveraging 

proven 

methodology and 

technology to 

provide valuable 

business outcomes

Specialists across 

the world 

leveraging global 

resources for best 

in class local 

delivery

Allowing Customers to take command of their evolving global security and risk 
posture

EXPERIENCE EXPERTISE ENABLED

Best practices 

addressing the 

intersection of IT 

with security and 

honed over 

thousands of 

engagements 

END-TO-END 

SOLUTION FULFILLMENT 

METHEDOLOGY

GLOBAL EFFECTIVE


