Napoli
05/12/2018

Security Risk Assessment

Center for Internet Security (CIS)
Critical Security Controls (CSC)



GDPR & Security Risk Assessment
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The fundamentals of every risk assessment process dictate that
organizations must:

- |dentify threats that could do harm and thus indirectly affect
company assets. Such threats could be intruders, breaches,
criminals, and even disgruntled employees.

- ldentify and rank the value, sensitivity, and criticality of data
by determining the level of risk that data carries if
threatened

- Apply cost-effective actions to mitigate or reduce the risk
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What does Information Assurance Framework mean?

An Information Assurance framework is a set of controls that protects data within the

IT infrastructure of a business or other entity.

Acts as a comprehensive security protocol that protects against fraud or theft
from a spectrum of outside parties, including hackers and other kinds of cyber-

criminals.
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Many, Many Standards....

NIST 800-53
NIST Core Framework
* Many industry groups trying to ISO 27000 Series

address the issues CoBIT
IT Assurance Framework (ITAF)
 Numerous frameworks have IT Baseline Protection Manual
been established Consensus Audit Guidelines /

Critical Security Controls
Many, many others
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GI\S.; Center for Internet Security”
https://www.cisecurity.org/

* Non-profit organization founded in 2000

« Employs closed crowdsourcing model to identify and refine effective security
measures

« Members include large organizations, government agencies, and academic
institutions
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The CIS Vision:
Leading the global community to secure our connected world.
The CIS Mission:

« |dentify, develop, validate, promote, and sustain best practice
solutions for cyber defense.

 Build and lead communities to enable an environment of trust in
cyberspace.
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CIS Controls™

https://www.cisecurity.org/controls/

Publication of best practices guidelines for computer security.

Consists of 20 critical security controls (CSC) that organizations should
take to block or mitigate known attacks.

No-nonsense, actionable recommendations for cybersecurity.

Distributed as widely and freely as possible.
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Mappings currently exist between the CSCs and:

NIST =

Certifie®
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* Basic (CIS Controls 1-6): Key controls which should be implemented in
every organization for essential cyber defense readiness.

* Foundational (CIS Controls 7-16): The next step up from basic — these
technical best practices provide clear security benefits and are a smart
move for any organization to implement.

* QOrganizational (CIS Controls 17-20): These controls are different in
character from 1-16. While they have many technical elements, CIS
Controls 17-20 are more focused on people and processes involved in
cybersecurity.
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Basic Foundational

Inventory and Control

7 Email and Web Boundary Defense
of Hardware Assets

Browser Protections

Inventory and Control
of Software Assets

8 Malware Defenses Data Protection

Continuous
Vulnerability
Management

9 Limitation and Control Controlled Access
of Netwark Ports, Based on the Need
Pratocols, and Services to Know

Data Recovery Wireless Access
Capabilities Control

Red Team Ex

EE L R T

Secure Configuration
for Network Devices,
such as Firewalls,

Routers and Switches

Account Monitoring
and Control

AR AR R B SRR F R AR AR BRI SRR R R AR SRR AR

The CIS Controls is licensed under a Creative
Commons Attribution-Non Commercial-No Derivatives
Analysis of Audit 4.0 International Public License (the link can be found
e at https://creativecommons.org/licenses/by-nc-
nd/4.0/legalcode).
|
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(1) Inventory and Control Hardware Assets

Inventory and Control of Hardware Assets

Actively manage (inventory, track, and
correct) all hardware devices on the
network so that only authorized devices are
given access, and unauthorized and
unmanaged devices are found and prevented
from gaining access.
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‘..\\ P24l (1) Inventory and Control Hardware Assets

Maintain Detailed Asset Inventory
Asset Inventory Information

Active Discovery Tool

Passive Asset Discovery

DHCP Logging

Address unauthjorized assets
Deploy network level authentication
Client certificates
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Why Is This CIS Control Critical?

Attacks can take advantage of new hardware that is installed on the network
one evening but not configured and patched with appropriate security
updates until the following day.

Managed control of all devices also plays a critical role in
planning and executing system backup, incident
response, and recovery.
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Inventory and Control of Software Assets

Actively manage (inventory, track, and
correct) all software on the network so that
only authorized software is installed and can
execute, and that unauthorized and
unmanaged software is found and prevented
from installation or execution.
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Inventory of Authorized Software
Software Inventory Information
Software Inventory tools
Software inventory integration
Software Supported by Vendor
Address unapproved software
Application Whitelisting
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Why Is This CIS Control Critical?

Organizations that do not have complete
software inventories are unable to find
systems running vulnerable or malicious
software to mitigate problems or root out
attackers.

Managed control of all software also plays
a critical role in planning and executing
system backup, incident response, and
recovery.
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(3) Continuous Vulnerability Management

Continuous Vulnerability Management

Continuously acquire, assess, and take
action on new information in order to
identify vulnerabilities, remediate, and
minimize the window of opportunity for
attackers.
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Sh, 08~ (3) Continuous Vulnerability Management

Run automated vulnerability scanning tools

Perform Authenticated Vulnerability Scanning

Protect dedicated assessment accounts

Compare back-to-back vulnerability scans

Utilize a risk-rating process

Deploy Automated Operating System Patch Management Tools
Deploy Automated Software Patch Management Tools
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Why Is This CIS Control Critical?

Attackers continuously scan target organizations looking for vulnerable versions of
software that can be remotely exploited.

Organizations that do not scan for vulnerabilities and proactively address discovered
flaws face a significant likelihood of having their computer systems compromised
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Controlled Use of Administrative Privileges

The processes and tools used to
track/control/prevent/correct the use,
assignment, and configuration of
administrative privileges on computers,
networks, and applications.
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(4) Controlled Use of Administrative Privileges

Inventory Administrative Accounts

Ensure the Use of Dedicated Administrative Accounts

Change Default Passwords

Use unique passwords

Log and Alert on Changes to Administrative Group Membership
Log and Alert on Unsuccessful Administrative Account Login
Use multifactor authentication for all administrative access

Use of dedicated machines for all administrative tasks
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(4) Controlled Use of Administrative Privileges

Why Is This CIS Control Critical?

The misuse of administrative privileges is a
primary method for attackers to spread
inside a target enterprise.

If the victim user’s account has
administrative privileges, the attacker can
take over the victim’s machine completely
and install keystroke loggers, sniffers, and
remote control software to find
administrative passwords and other
sensitive data.
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Secure Configuration for Hardware and Software on Mobile Devices,
Laptops, Workstations and Servers

Establish, implement, and actively manage
(track, report on, correct) the security
configuration of mobile devices, laptops,
servers, and workstations using a rigorous
configuration management and change
control process in order to prevent attackers
from exploiting vulnerable services and
settings.
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Establish secure configurations

Implement automated configuration monitoring systems
Maintain secure images

Securely store master images

Deploy system configuration management tools
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Why Is This CIS Control Critical?

the default configurations for operating systems and
applications are normally geared towards ease-of-deployment
and ease-of-use — not security. Basic controls, open services
and ports, default accounts or passwords, older (vulnerable)

protocols, pre-installation of unneeded software; all can be
exploitable in their default state.
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@ CIS Benchmarks”

« Windows
« macOS

* Linux

¢ IS

« VMware

« SharePoint
« 10S

« Android
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(6) Audit Logs Management

Maintenance, Monitoring, and Analysis of Audit Logs

Collect, manage, and analyze audit logs
of events that could help detect,
understand, or recover from an attack.
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Utilize two synchronized time sources
Activate audit logging

Enable Detailed Logging

Central Log Management

Fnsure adequate storage for logs
Regularly Review Logs

Deploy a SIEM

Regularly Tune SIEM
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Why Is This CIS Control Critical?

Deficiencies in security logging and analysis allow attackers to
hide their location, malicious software, and activities on victim
machines.

Because of poor or nonexistent log analysis processes,
attackers sometimes control victim machines for months or
years without anyone in the target organization knowing,
even though the evidence of the attack has been recorded
in unexamined log files.
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