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The fundamentals of every risk assessment process dictate that 

organizations must:
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Information Assurance Framework

What does Information Assurance Framework mean?

An Information Assurance framework is a set of controls that protects data within the

IT infrastructure of a business or other entity.

Acts as a comprehensive security protocol that protects against fraud or theft

from a spectrum of outside parties, including hackers and other kinds of cyber-

criminals.

Napoli

05/12/2018



Information Assurance Framework

Napoli

05/12/2018

Security Risk Assessment

CIS - Critical Security Controls

Many, Many Standards….
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Mappings currently exist between the CSCs and:
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Attacks can take advantage of new hardware that is installed on the network 

one evening but not configured and patched with appropriate security 
updates until the following day. 

Managed control of all devices also plays a critical role in 

planning and executing system backup, incident 
response, and recovery. 

Why Is This CIS Control Critical? 
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Organizations that do not have complete 

software inventories are unable to find 

systems running vulnerable or malicious 

software to mitigate problems or root out 
attackers. 

Managed control of all software also plays 

a critical role in planning and executing 

system backup, incident response, and 
recovery. 

Why Is This CIS Control Critical? 
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Why Is This CIS Control Critical? 

Attackers continuously scan target organizations looking for vulnerable versions of 

software that can be remotely exploited.

Organizations that do not scan for vulnerabilities and proactively address discovered 

flaws face a significant likelihood of having their computer systems compromised 
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The misuse of administrative privileges is a 

primary method for attackers to spread 
inside a target enterprise. 

If the victim user’s account has 

administrative privileges, the attacker can 

take over the victim’s machine completely 

and install keystroke loggers, sniffers, and 

remote control software to find 

administrative passwords and other 
sensitive data. 

Why Is This CIS Control Critical? 
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the default configurations for operating systems and 

applications are normally geared towards ease-of-deployment 

and ease-of-use – not security. Basic controls, open services 

and ports, default accounts or passwords, older (vulnerable) 

protocols, pre-installation of unneeded software; all can be 
exploitable in their default state. 

Why Is This CIS Control Critical? 
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Deficiencies in security logging and analysis allow attackers to 

hide their location, malicious software, and activities on victim 
machines. 

Because of poor or nonexistent log analysis processes, 

attackers sometimes control victim machines for months or 

years without anyone in the target organization knowing, 

even though the evidence of the attack has been recorded 
in unexamined log files. 

Why Is This CIS Control Critical? 




