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Perceived and Actual ICS Cybersecurity Threats

Conventional malware/virus outbreaks

Threats from 3rd parties e.g.supply chain/partners

&'(' &0&
|

Sabotage or other intentional damage (external)
Ransomware attacks

Targeted attacks (APT)

Employee errors/unintentional actions
Sabotage or other intentional damage (intermal)
Industrial software errors

Hardware failure

m Caused incident
56%

m Considered of concern

44%
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#% Exploits

#% SHODAN

Spain
Belgium
United States
Norway

Italy

HTTP

FTP

8081

Modbus

NetBIOS

TOP ORGANIZATIONS

Euphony Benelux n.v.
Vodafone Spain
Com4 AS

Telecom Italia Mobile

Turk Telekom

*% Maps

oy Like 237

114
112
64
55
50

409
83
43
14

110
71
38
22
18

<% Download Results

RELATED TAGS:

94.230.78.251

_

scada

Cooperativa Sociale Galileo A.r.l.

B i italy, Sotto
Details

85.10.90.101

Euphony Benelux n.v.

B B Belgium
Details

401 Authorization Required

LATNET SERVISS Ltd.

== Latvia, Riga
Details

Explore

|l Create Report

Downloads Reports Developer Pricing

HTTP/1.@ 200 0K
Expires: Thu, 27 Jan 2009 16:00:0@ GMT

Set-Cookie: ID=7DD4DSD79864

<html>

<head>

Enterprise Access

<meta http-equiv="content-type” content="text/html;charset=V

<meta name="robots” content="noindex">
<title>IB-COM access verification</title>

<link rel=StyleSh...

HTTP/1.1 387 Temporary Redirect
Server: CirCarlLife Scada v4.2.4
Connection: keep-alive

Date:Tue, 20 Mar 2018 12:59:53 GMT
Content-Length: @

Location: html/setup.html

HTTP/1.1 481 Authorization Required
Date: Tue, 20 Mar 2018 12:08:43 GMT
Server: Apache/2.2.6 (FreeBSD) mod_ssl/2.2.6 OpenSSL/
WWW-Authenticate: Basic realm="Scada Logs”
Content-Length: 401

Content-Type: text/html; charset=iso-8859-1




50.4 PSI

116.5FT |

OPERATION MODE:PLANT IN PRIMARY

BP#1 PUMP
AUTO HAND
ENABLE PUMP OFF
ENABLE DISABLE HRS 0 mmo || s
AUTO HAND BP#2 PUMP
ENABLE Q
ENABLE DISABLE HRS 14 MIN 31
PUMP RUN
AUTO HAND A
ENABLE BP#3 PUMP
ENABLE DISABLE HRS O MIN O
PUMP OFF

CITY OF SOUTH HOUSTON NEVADA WATER PLANT
COMM GOOD

FLOWMETER

_Help/Option I‘ _Divert Com:mttl|

E xit

FROM CITY OF HOUSTON
[

WELL PUMP ( LEAD )
ENABLE AUTO __HAND
LeAD MY 520 EN DIS RS0 SO
LAG#1 46.0  52.0 ENABLE SW VALVE ( LAG )
AUTO HAND
LAG#2 44.0  52.0 EN DIS Q
HRS 0 MIN O

HIGH PSI ALM  56.0
LOW PSIALM  40.0 (:ﬂ:ﬂ\ =

LEAD SETPOINT 15.0 18.0
LAG#1 SETPOINT 13.0 18.0

LO-LEVEL CUTOFF 3.0
HIGH LEVEL ALARM 22
LOW LEVEL ALARM 10

Total With This Load

DAILY REPORT

CITY MAP
ALARM

Scan Time

haisture 1 0.0
Moistute 2 0.0

Pause Schedule

Terminate Schedule

folerance
Swap Order |+ [
Jrderer sent Status
ADMIXTURE-1 ADMIXTURE-Z

Alate

e =

Mlateri
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TCH| 8 MIXER SIZE| 1.0 [BATCH NO[197941870
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Zip fle

192.0.0.7

Image extracted from
8¢ Attacker server

zip file

A

Decrypt and run
next ps

1
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-
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Final ps
payload

D
vbs for persistence
(=

v

INK £l extracted Ps script. Extract and Ps script extracted Fs seript. Drop
from zip file run code in queue of from zip file config.ini, web.ini

zip file and set svchost

BitsTransfer
modules to
download file
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Malware, Signatures,

Exploits, Yulnerabilities,
P Addresses
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REACTIVE INDICATORS
OF COMPROMISE
/s
PROACTIVE INDICATORS
OF ATTACK

|0As

Code Execution, Persistance,

Stealth, Command Control,
Lateral Movement

& CylancePROTECT

Artificial InFallicanra Endnnint/ Sact irifyg
Artificial Intelligence Endpoint/Security
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The Agent’s Manipulation Arsenal

Functionality-preserving mutations:

; : + Create
pr— « New Entry Point (w/ trampoline)
: — : + New Sections
sample <_’ + Add
: + Random Imports
* Random bytes to PE overlay
+ Bytes to end of section
+ Modify
* Random sections to common name
+ (break) signature
+ Debug info
« UPX pack / unpack
+ Header checksum

L anti-malware

\ﬂ) ction ) « Signature
4 state | agent Quarkslab @
Library to Instrument Executable Formats
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PoTrojan: powerful neural-level trojan designs in
deep learning models

Minhui Zou, Student Member, IEEE, Yang Shi, Student Member, IEEE, Chengliang Wang, Member, IEEE,
Fangyu Li, WenZhan Song, Senior Member, IEEE and Yu Wang, Senior Member, IEEE

Abstract—With the popularity of deep learning (DL), artificial
intelligence (AI) has been applied in many areas of human life.
Artificial neural network or neural network (NN), the main
technique behind DL, has been extensively studied to facilitate
computer vision and natural language processing. However, the
more we rely on information technology, the more vulnerable
we are. That is, malicious NNs could bring huge threat in the
so-called coming Al era. In this paper, for the first time in the
literature, we propose a novel approach to design and insert pow-
erful neural-level trojans or PoTrojan in pre-trained NN models.
Most of the time, PoTrojans remain inactive, not affecting the
normal functions of their host NN models. PoTrojans could only

ha talcncsad la sass sass acsditlans Moaas aatloatad hoascasias tha

For instance, a malicious facial recognition gate system could
mislabel an unauthenticated person as authenticated. [3] found
a small perpetuation of original training input could cause a
learning model to output a label different from the original la-
bel with high confidence. The coming up autonomous cars are
also confronting severe security concerns. In [4], I. Evtimov
et al. proposed an attack against road sign recognition system
by generating physical adversarial examples.

With the neural network getting deeper and more com-
plicated, pre-trained NN models are more like black-box t
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Figure 1: The architecture of MalGAN.
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Blockchainware \ J

Decentralized Malware on the Blockchain

Christian Karam, INTERPOL

KASPERKYS c.karam@interpol.int
.
INTFRPOL Vitaly Kamluk, KASPERSKY LAB
@vkamluk

BLOCKCHAIN as a reliable
infrastructure for:

g_IVIoduIar Malware

0-day Distribution

o

Black Market of Private Keys
Child Sexual Abuse Material
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BotChain

Welcome to botnet
application named
Botchain
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Bitcoin Address Bitcoin Address

File PE input output

HEADER Public ‘anate . ; T = File PE

key ‘ key

OP RETURN

v
j— 0P RETURN

loputs | |MataDaia| | Outputs

A

OP RETURN

Bitcoin Address Bitcoin Address
input output
OP RETURN

Public| |Private
key key
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