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Articolo 5
Principi relativi al processo dei Dati Personali

1. Personal data shall be:

a) processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’);

b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those 
purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical 
purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose
limitation’);

c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);

d) accurate and, where necessary, kept up to date ; every reasonable step must be taken to ensure that personal data that 
are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);

e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal 
data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for 

archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance 
with Article 89(1) subject to implementation of the appropriate technical and organisational measures required by this Regulation 
in order to safeguard the rights and freedoms of the data subject (‘storage limitation’);

f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or 

unlawful processing and against accidental loss, destruction or damage , using appropriate technical or 
organisational measures (‘integrity and confidentiality’).
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Articolo 25
Protezione dei Dati by Design e by Default 

1. Taking into account the state of the art, the cost of implementation and the nature, scope, context and purposes of processing as
well as the risks of varying likelihood and severity for rights and freedoms of natural persons posed by the processing, the
controller shall, both at the time of the determination of the means for processing and at the time of the processing itself,
implement appropriate technical and organizational measures, such as pseudonymisation, which are designed to implement data-
protection principles, such as data minimisation, in an effective manner and to integrate the necessary safeguards into the
processing in order to meet the requirements of this Regulation and protect the rights of data subjects.

2. The controller shall implement appropriate technical and organisational measures for ensuring that, by default, only personal data
which are necessary for each specific purpose of the processing are processed. That obligation applies to the amount of personal

data collected, the extent of their processing, the period of their storage and their accessibility . In particular,
such measures shall ensure that by default personal data are not made accessible without the individual's intervention to an
indefinite number of natural persons.
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Article 32
Sicurezza nel Processo dei dati

1. Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as
well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the controller and the processor
shall implement appropriate technical and organizational measures to ensure a level of security appropriate to the risk, including
inter alia as appropriate:

a) the pseudonymisation and encryption of personal data;

b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems
and services;

c) the ability to restore the availability and access to personal data in a tim ely manner in the
event of a physical or technical incident;

d) a process for regularly testing, assessing and evaluating the effectiveness of technical and organizational measures for
ensuring the security of the processing.

Articolo 34
Comunicazione di “Data Breach” personali al soggetto interessato

1. The communication to the data subject referred to in paragraph 1 shall not be required if any of the following conditions are met:

a) the controller has implemented appropriate technical and organisational protection measures, and those measures were
applied to the personal data affected by the personal data breach, in particular those that render the personal data

unintelligible to any person who is not authorised to access it, such as encryption ;



Soluzioni

Prodotti & Tecnologie DellEMC per il GDPR
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Solutions Mapping

ITIL
v3

Service 
Transition

Service 
Operation

Service 
Design

Service 
Strategy

� Enterprise Risk Management

� Compliance Management

� Centralised GRC Framework

� IT Risk Management 

� Automated data life-cycle management 

� Compliance Management 

� Audit Management

� Data Breach Workflow Management 

� Business Continuity Solution 

� Resilient solutions to cyber-attack

� Third parties governance

� Compliance Management

� Change Management Workflow

� Identity & Access 
Management

� Incident & Breach 
Management 

� Security Information and 
event management 

� Monitor, detection, 
Response

� Centralised GRC
Framework

� Centralised GRC Framework 

� Security Information and Event Mgmt

� Compliance Management 
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Service Strategy & Service Design

Service 
Strategy

� Enterprise Risk Management

� Compliance Management

Area

24

83

Principles
Technology 

Topics Solutions

� RSA Archer
� Accountability

� Service Assurance

Service 
Design

� Centralised GRC Framework

� IT Risk Management 

� Automated data life-cycle management  

� Compliance Management 

� Audit Management

� Data Breach Workflow Management 

� Business Continuity Solution 

� Resilient solutions to cyber-attack 

� Third parties governance 

� RSA Archer

� Dell EMC Isolated Recovery Solution (IRS)

� Dell EMC VMAX SnapVX

� Dell EMC VMAX FAST/FAST VP

� Dell EMC Avamar

� Dell EMC Networker

� Dell EMC RecoverPoint

� Dell EMC VPLEX

� Dell EMC  SC Compellent – Live Volume

� Dell EMC Data Domain (DD)

� Dell EMC Data Protection Advisor (DPA )

� Dell EMC Elastic Cloud Storage (ECS)

� Dell EMC Mozy

� Dell EMC Spanning

� VirtuStream

5

9

35

24

33

34

42

40

25

32

44

45

� Accountability

� Risk Mitigation

� Privacy by Design

� Least Privilege

� Segregation of 
Duties

� Need to Know

� Due Diligence

� Compliance 
Assurance

� Privacy by Design

� Chain of Custody
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Service Transition & Service Operation

Service 
Transition

� Compliance Management

� Change Management Workflow

� RSA Archer

� Dell EMC Avamar

� Dell EMC Networker

� Dell EMC Data Domain (DD)

� Dell EMC Data Protection Advisor (DPA)

� Dell EMC Tape Remediation

� Dell EMC Elastic Cloud Storage (ECS)

� VirtuStream

42

40

24

� Awareness

� Accountability

� Due Diligence

� Service Assurance

� Identity & Access Management

� Incident & Breach Management 

� Security Information and event 
management 

� Monitor, Detection, Response

� Centralised GRC Framework

� RSA Archer

� RSA NetWitness

� Dell EMC Data Protection Advisor (DPA)

� Dell EMC Elastic Cloud Storage (ECS)

� Dell EMC SourceOne

� Dell EMC DP Search

� Dell EMC Mozy

� Dell EMC Isilon Search

Service 
Operation

33

34

12

18

20

21

30

� Accountability

� Due diligence

� Least Privilege

� Segregation of 
Duties

� Need to Know

Area Principles
Technology 

Topics Solutions
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Obiettivi

� Perchè i clienti hanno bisogno di una
strategia di BC / DR

� Spiegare possibilità, capacità e scelte

� Comprendere BC e DR da un punto di 
vista tecnologico

� Descrivere le principali soluzioni
DellEMC per la BC ed il DR



12

Recovery-Point 
Objectives

PRIMARY DECISION DRIVERS

Considerazioni
Di Business

Considerazioni
Tecniche

Cost

Recovery-Time 
Objectives 

Performance

Bandwidth

Capacity

Consistency 
and Recovery

Functionality,
Availability

Business Continuity e Disaster Recovery: fattori decisionali
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Una differenza chiave

Comprendere bene la differenza tra
Disaster Recovery (DR) e Business Continuity (BC)

• Disaster Recovery:  Ripristinare le operazioni IT a seguito di un “site failure” 

• Business Continuity:  Ridurre, fino ad eliminarli, i “downtime” applicativi
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L’impatto della Business Continuity
Revenue Impact

• Employees affected
• Email !
• Systems

Brand Impact

• Customers
• Suppliers
• Financial markets
• Banks
• Business partners
• The Media

Financial Impact

• Revenue recognition
• Cash flow

• Direct + Indirect losses
• Compensatory payments
• Lost future revenue

Productivity Impact
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Disponibilità, Replica, Backup & Archiviazione
Dell EMC Data Protection Continuum

SnapshotReplication

Availability

Backup Archive

Zero Seconds Minutes Hours

Un portafoglio completo per venire incontro a qualsiasi
esigenza di  “data protection” 
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Protezione dei Dati ovunque

Come 
vuoi

Come 
vuoi

Software Defined Multi-CloudConvergenteIl meglio del 
meglio

Virtualized
Converged 

InfrastructureOn-Prem

SnapsReplication Archive Isolated RecoveryEncryption 
Continuous
Availability

APP

As-a-Service

Cloud

Private / Public

Dove 
vuoi
Dove 
vuoi

Modelli di 
consumo

Backup

R T O  &  R P O
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DellEMC Storage Integrated Offerings

VMAX AF FamilySC Family

COMMON TOOLS FOR MANAGEMENT, MOBILITY & PROTECTION

PowerPath

FAILOVER &
LOAD BALANCING

VISUALIZE , ANALYZE
& AUTOMATE

RecoverPoint

CONTINUOUS
DATA PROTECTION

STORAGE NETWORK
CONSOLIDATION

AVAILABILITY &
MOBILITY

Unity Family XtremIO Family

PROTECTION
STORAGE



Continuous Availability

DellEMC VPLEX
DellEMC SC Compellent
DellEMC VMAX 



19

Site failure without VPLEX

DOWN PASSIVE

Downtime/Data loss

Hours lost in

- Decision making  
- Fail over 
- Application restart
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Active-Active Datacenters With VPLEX

ACTIVE ACTIVE

Stretched host clusters

Simultaneous R/W 
at both the sites
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Automatic and transparent failover
Site failure With VPLEX

ACTIVE ACTIVE
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When the site is back up…

ACTIVE ACTIVE

Stretched host clusters

Simultaneous R/W 
at both the sites
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Also available for VMware and Hyper-V environments

SC Compellent - Live Volume: Built-in business continuity

No administrative intervention 
required for fail-over or restore

Re-syncs arrays automatically 
when downed site comes back 
online (copies changes only)

Native SC array solution – no 
extra HW/SW required

3rd site replication support

Failed VMs restored on new physical servers 
without losing their storage mappings.

Failed VMs restored on new physical servers 
without losing their storage mappings.

Stretch Cluster supportStretch Cluster support
Failed VMs restored on new physical servers 

without losing their storage mappings.

Stretch Cluster support

Synchronized LUNs 
on separate arrays 
are presented as 
multiple paths to 
same volume (MPIO)

Live 
Volume

Read / 
write on 

either path

Site 1 Site 2

LUNLUN

Single 
LUN

100% 
Sync

ZERO workload downtime 
during unplanned outages and disasters

Auto-failover, 
auto-restore

RTO = 0
RPO = 0
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DellEMC VMAX – SRDF METRO

METRO

• active/active replication 
for transparent RTO/RPO

• app and cluster integration to 
automate failover/back

• enables non-disruptive VMAX 
migrations

Primary Secondary

SRDF 
Links



Replication – Tecnologie di Replica

DellEMC Unity
DellEMC SC Compellent
DellEMC VMAX
DellEMC XtremIO
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• Replication for LUNs, Consistency Groups, and VMFS Datastores

• Can be configure for one way or bi-directional replication

• Managed in Unisphere along with Asynchronous Replication sessions
� Configurable through GUI, CLI, and REST API

DellEMC Unity - Native Synchronous Block Replication 

FC 
Switch

LAN or 
WAN

Source System Destination System

Replication Management

Replication Data Transfer

������
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• Supports Block Resources:
� LUNs
� Consistency Groups
� VMware VMFS Datastores

• Supports File Resources:
� File Systems
� NAS Servers
� VMware NFS Datastores

Dell EMC - Unity Asynchronous Replication
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Manhattan

Newark, NJ

London

Asynchronous 
replication

Replay Schedule

Synchronous 
replication

Right-size recovery costs, meet RPO/RTO objectives
DellEMC SC Compellent - Remote Instant Replay 

68% of SC Series 
customers replicate their 
data to another site.

DID YOU KNOW?
• Volumes are thin, replication is thin

• Replicate changed data blocks only
(no duplication)

• Reduce bandwidth, management overhead

Save costs

• Set up replication in 6 clicks

• No space pre-allocation

• One button, automated restore

• DR testing – without downtime

Easy to deploy
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SYNCHRONOUS

• zero data loss 
remote mirroring 

• array based with high 
performance and scale

• highly scalable, app 
consistent recovery

ASYNCHRONOUS

• extended distance
remote replication

• tunable multi cycle mode 
for improved RPO

• remote link resiliency to 
minimize network issues

METRO

• active/active replication 
for transparent RTO/RPO

• app and cluster integration 
to automate failover/back

• enables non-disruptive 
VMAX migrations

2 SITE, 3 SITE, AND 4 SITE REPLICATION2 SITE, 3 SITE, AND 4 SITE REPLICATION

DellEMC VMAX - SRDF: Replication Gold Standard

Primary Secondary

< 5 ms
latency

1

2
3

Unlimited 
distance

1

2
3

PrimaryPrimary SecondarySecondary

SRDF 
Links
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DellEMC XtremIO - Metadata-aware Native Replication

• RPO of <60 seconds

• Faster Recovery

• Thousands of recover points-in-time

• “Fan-in” configurations

• Supports XtremIO High Performance

• Efficient replication - dedupe & 
compression aware

Easy Operation Best Protection Scale-out Performance

• Uses XtremIO in-memory snapshots

• Simple and Easy

• Full operational disaster recovery



Snapshots

DellEMC Unity
DellEMC SC Compellent
DellEMC VMAX
DellEMC XtremIO
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• Snapshots can be created manually 
or via a schedule

• Source of Snapshots
� LUN
� LUN Consistency Group
� File System
� VMware Datastore
� Another Snapshot

� Hierarchical snapshots
o LUNs – 10 Levels deep
o File Systems – 10 Levels deep

DellEMC Unity: Unified Snapshots

Source

Monday Tuesday Wednesday

TestSnap1 TestSnap2
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DellEMC SC Compellent – fully virtualized storage

100% of SC customers use thin provisioningDid you know?

SC Series
Dynamic capacity advantage

• No pre-allocation required
• Free space auto-recovered
• Snapshots are thin provisioned
• “Thin” data migrations

• Volume space assigned “as 
needed” from virtualized, 
dynamically shared pool

Buy 
fewer 
drives

Volume B data

Volume A data

Unassigned

Drives NOT 
purchased
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DellEMC VMAX - TimeFinder SnapVX

UP TO 256 SNAPS 
PER SOURCE

UP TO 1024
LINKED TARGETS 

PER SOURCE

INCREASED
AGILITY

USER-DEFINED 
NAMES/VERSIONS

CREATE GROUP 
SNAPS IN ONE CLICK

AUTOMATIC 
EXPIRATION

EASE
OF USE

TARGET-LESS 
SNAPSHOTS

REDUCED 
IMPACT

PRODUCTION
VOLUME

LINKED 
TARGET

SNAPSHOT

SNAPSHOT

SNAPSHOT
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La
te
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y

IO
P

s

70K IOPS

1ms latency

XtremIO Vs. Vendor “A” DB Volumes, Steady State, IOPS  Over Time

XtremIO Vs. Vendor “A” DB Volumes, Steady State, Late ncy Over Time

XVC vs. TRADITIONAL SNAPSHOTS

XtremIO
• No impact on 

copy creation
• Consistent

performance on 
prod and copy

Vendor A
• IOPs  drop by 

50% to 35K
• Spikes to 20ms 

latency 

DellEMC XtremIO - XVC vs. traditional snapshots



Backup

DellEMC Data Protection Suite 
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Comprehensive, industry-leading data protection

Data Protection Suite Family

Data Protection 
Suite 

Enterprise Edition

Data Protection
Suite 

For VMware

Scegli la giusta soluzione per il tuo ambiente:

Data Protection
Suite 

For Backup

Data Protection
Suite 

For Applications

Data Protection
Suite 

For Archive
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Enterprise EditionEnterprise Edition

Suite for 
VMware

Data Protection Continuum
Protection and Continuity

Based on Data Value and Business Objectives

Suite for 
VMware

Suite for Backup

Suite for Apps

Suite for 
Archive

SnapshotReplication Backup ArchiveAvailability
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Avamar – NetWorker – Data Protection Advisor – DDBoost for  Enterprise Application – DP Search - CloudBoost

Data Protection Suite for Backup

� Centralized Data Protection Management
� Comprehensive scheduling, policy management, monitoring, 

analysis and reporting for physical, virtual and cloud environments

� Cloud-Enabled
� Delivers backups of data and applications WITHIN the public cloud
� Provides secure long-term-retention of backups TO the cloud

� Flexibility and Choice
� Supports deduplication backup, backup to disk, snapshot-based 

backup, and backup to tape
� Mix and match software anytime for complete data protection
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Data Domain Boost 

DellEMC DataDomain - Faster, More Efficient Backup

• Advanced integration with leading backup and enterprise applications

• Speeds backups by up to 50%

• Reduce network utilization by up to 99%
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Software defined protection storage

DellEMC Data Domain Virtual Edition

• Download and deploy in minutes

• Flexible capacity scales up to 96 TB

• Leverage existing infrastructure

• Includes
� DD Boost, DD Replicator, DD Encryption

• DD Cloud Tier supported on prem



Archiviazione

DellEMC Data Protection Suite for Archive 
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� Archiviazione a lungo-termine di dati inattivi

� Riduzione nell’utilizzo dello storage primario

� Manages risk to help meet compliance and 
litigation needs

� Abilitare la ricerca dei dati e la loro “discovery”

� Incrementare l’efficienza operativa

Archiviazione SnapshotReplication Backup Archive

DATA PROTECTION CONTINUUM
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SourceOne per: Email Management – File system – ShareP oint – Discovery Manager – Email Supervisor

Data Protection Suite for Archive

� Best-in-Class Archiving
� Offers flexible archiving of email, file systems and SharePoint
� Accelerates search through full-text indexing of archived content

� Reduce Costs
� Reduce primary storage utilization
� Improve application performance

� Manage Risk
� Delivers litigation readiness and compliance
� Provides repeatable and streamlined eDiscovery processes



Encryption
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Encryption - Data at Rest Encryption (D@RE)
� Unity – D@RE controller-based encryption for all block and file data

� Protects against lost or stolen drives
� FIPS 140-2 Level 1 validation planned
� Unique encryption key for each drive

� SC Compellent - Unique Dell Storage Encryption features
� SED/non-SEDs in same array
� Incremental SED roll-out – no forklift upgrades required
� Key FIPS 140-2 Security level 2 certification
� External Key Manager protects data against loss or theft of drives, enclosures or an entire array

� VMAX – Controller-based Encryption for Maximum Protection
� Encrypts all user data on the array - One key per drive
� Advanced Encryption Standard (AES-256) encryption
� Zero performance impact (on SAS module) 
� Embedded RSA encryption key manager
� FIPS-140-2 compliant (validation #2479)

� XtremIO
� Data at Rest Encryption (D@RE)
� Self-Encrypting SSD (SED)
� Unique Data Encryption Key per drive (DEK)
� Zero performance impact on array
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Domande?




