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There are two types of companies: 

those who have been hacked, 

and those who don’t yet know they have been hacked
John Chambers

Executive Chairman Cisco Systems

World Economic Forum 2015







• Number of cyber attacks is rapidly 

increasing

• Level of sophistication is even more 

higher

• New Paradigms enlarge our surface of 

attack (i.e. IoT, mobile, Cloud)

• Most dangerous categories of attackers 

are:

• Criminal syndicates

• States Sponsored hacker

• Convergence between cybercrime and 

state-sponsored hacking

Current Scenario

Cyber Threats – ENISA 



Security incidents



https://haveibeenpwned.com/

Current Scenario



World Economic Forum
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The Global Risks 
Landscape 2015 
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The Global Risks Report 2016 11th 

Edition – World Economic Forum

Cyber attacks

– High impact 

– High Likelihood



World Economic Forum

High Risk correlation:

A cyber terrorist attack could have 

repercussions in nature:

• Geopolitics

• Economic

• Technological

• Social

• Environmental
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Risks 
Interconnections 
Map
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Cyber attack costs

Risks

When assessing the effect of a cyber attack it’s necessary to 

evaluate a series of factors:

• The loss of intellectual property and sensitive data.

• Opportunity costs, including service and employment 

disruptions.

• Damage to the brand image and company reputation.

• Penalties and compensatory payments to customers (for 

inconvenience or consequential loss), or contractual 

compensation (for delays, etc.)

• Cost of countermeasures and insurance.

• Cost of mitigation strategies and recovery from cyber attacks.

• The loss of trade and competitiveness.

• Distortion of trade.

• Job loss.
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Cost on Global Scale
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A real case

Three minutes and a false tweet caused the lost of $ 136 million 
dollars in equity market value, " (Bloomberg News' Nikolaj
Gammeltoft).









General Data Protection Regulation (GDPR) , the most

important change in data privacy regulation in 20 years.



What is GDPR? 17

• Designed to harmonize data 

privacy laws across Europe and 

protect EU citizens.

• Replaces Data Protection 

Directive 1995 (from optional to 

regulated).

• The enforcement date is Friday, 

May 25, 2018.

• Non-compliance organizations 

will face heavy fines and 

penalties (4% of annual global 

turnover, or 20,000,000 Euros, for 

non-compliance.) 



GDPR – Global Impact 18

The EU GDPR, privacy and data 

protection is a global concern. 

The GDPR not only to EU-based 

organizations but to any organisation

that:

• operates within the EU and store or 

process EU citizens’ data;

• offers products or services to EU 

citizens;

• has third parties which store or 

process EU citizens’ data



Why GDPR? 19

• The new European Regulation on Personal Data Protection 

approach numerous changes, especially in business sector.

• New principle of accountability obliges any type of organization to 

compliance to the regulation.

• Privacy risk assessment must be the new driver for decisional 

processes.

• Addressing privacy projects in line with the rest of Europe, enabling 

open to new European and international markets;

• Improvement of brand reputation.

• It allows a mapping of roles and organization charts, the adoption of 

policies and good practices based on the principle of 

accountability.



Why GDPR? 20

• Operational procedures such as the 

Privacy Risk Assessment and Privacy 

Impact Assessment allow organizations to 

measure the cyber security posture.

• To identify the risk associated with the data 

processing and evaluate it in terms of 

nature, likelihood and severity, and 

determine remedial actions.

• To identify the Risk the early-stage is 

economically convenient for the 

organizations.

• It allows you to continually monitor the risk.

• To obtain a competitive advantage over 

competitors



GDPR - Accountability 21

Article 5: Principles relating to processing of personal data:

“The controller shall be responsible for, and be able to demonstrate

compliance with, paragraph 1 ('accountability'). “

• Processed lawfully, fairly and in a transparent manner

• Collected for specified, explicit and legitimate purposes

• Adequate, relevant and limited to what is necessary

• Accurate and, where necessary, kept up to date

• Retained only for as long as necessary

• Processed in an appropriate manner to maintain security



GDPR - Consent 22

Article 4: The consent ‘must be freely given, specific, informed and 

unambiguous’

• ‘Consent is presumed not to be freely given if it does not allow 

separate consent to be given to different personal data processing 

operations.’

• ‘The controller must be able to demonstrate that the data subject 

has consented to processing’

• ‘Data subjects have the right to withdraw consent at any time’



The Privacy Notice 23

• What information is being 

collected?

• Who is collecting it?

• How is it collected?

• Why is it being collected?

• How will it be used?

• Who will it be shared with?

https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/



GDPR Impact on 
cybersecurity strategy

24

• IoT, cloud computing, and mobile have changed the way organizations 

collect, access, and use information, including personal and data.

• GDPR Enhances Data Security and Breach Notification Standards

• The GDRP separates responsibilities and duties of data controllers and 

processors.

• Controllers must engage only processors that provide “sufficient 

guarantees to implement appropriate technical and organizational 

measures” to meet the GDPR’s requirements and protect data subjects’ 

rights.

• Article. 29 - GDPR prescribes to train and educate all those who will 

materially handle the data on operations and behaviors useful to prevent 

any violations and reduce the risk of loss or destruction, even accidental, 

of the data .



C Level management 

Private Businesses

• Many organizations continue to 

manage the information security 

as a technology issue.

• C Level management has little

understanding of the IT security 

risks and the implications on 

business

• Compliance does not mean to 

be secure.



Cyber Security, a business opportunity

Private Businesses

• Identify and protect critical processes and 

assets for our business.

• Cyber security is not a cost to cut, but it is a 

business opportunity.

• Many companies continue to increase 

defense around their perimeter.

• Cyber security must be focused on data and 

roles.

• Access to corporate data and applications 

require digital identity management.
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