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GDPR introduction|The basics

«The General Data Protection Regulation (GDPR) is a new law
In short... which estabilishes a single set of rules for every EU Member
State to protect personal data. It builds upon and updates the

current EU data protection framework »

SECIERENCH </t will come into force on 25 May 2018»
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GDPR introduction|The main driver to comply is...

... the finel

If a company fails to comply with GDPR, the Supervisory
Authority can issue:
— Warnings, reprimands, suspension on data transfer,
bans on processing and order to correct infringement

— Substantial fines of up to:

10 million Euros 20 million Euros
or or
2% of Total Global Annual | OR | 4% of Total Global Annual
Turnover Turnover
(whichever is great) (whichever is great)
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G D P R |ntrOdUCt|0n | P””Clples Company is responsible for

understanding its exposure level

Several rights — i.e. right agc_:l ;[(a:\(/le appropriate actions —
to be forgotten, right to _ isk Management approach
change provider, right to | Rights of — .
be informed. ... the Data Accountability
’ Subject Principle

Data Protection requirements

must be taken into account from
the beginning of the Design
Phase

Data processing must be
based on the principle of

«lawfulness» S li
emplified Data protection
Lawful f ) :
g‘;\gger;i?ﬁgo Processing by design & by
Cycle default
Based upon the Risk
S ) Management approach, for the
notfied wilhin atrot SLAs | Information et st be carried out & specic
: to Data protection must be carried out a specific
in case of data breaches Subject Impact Risk Assessment activity
— data breach workflow fouman Assessment MV
4 LEMC




GDPR introduction|Scope

are any information relating to are personal data relating to
an identified or identifiable the inherited or acquired
natural person (‘data subject’). genetic characteristics of a

natural person.

Scope

are personal data from specific

are personal data related to the technical processing relating to
physical or mental health of a the physical, physiological or
natural person. behavioural characteristics of a

natural person. oL



GDPR introduction|Accountability

Data Data
Controller Processor
Accountability
Joint Fines
Controller Data
Protection

Officer
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GDPR introduction|Who does the GDPR apply to?

The GDPR applies to ‘controllers’ and ‘processors’; the says and
personal and the processor acts on the controller’s behalf.
Processors have specific legal obligations — i.e. are required to maintain records of

personal data and processing activities and are actively involved in case of a breach.

new requirement under the GDPR.

Controllers are given further obligations to ensure contracts with processors comply
with the GDPR.

The GDPR that offer goods or

services to individuals in the EU

DEALEMC



GDPR introduction|Lawful Process

to be

within 72H to
each recipient involved.

Lanu I Collect only the

has to be
and precisely managed.

Ask for a f
if the data will be treated for - . or
a scope different from the P I'OCGSS the activities for. which
one the recipient gave they are required.
consent. for the

necessary for the activities.
DELLEMC



GDPR introduction|Data Protection

Ensure not only the Confidentiality,
but also the Availability and Integrity
od Data ... Guarantee the Hesilience of

Systems...
Implement appropriate
technical and organisational Data Privacy and Security by
measures to ensure a = Design and by Default
level of security appropriate P rOte Ctl 0 n

to the risk.

Anonymization
Pseudonymisation
Encryption

DGALLEMC



10

GDPR introduction|Data Subjects Rights

+ Right to be informed

+ Right of access

+ Right to rectification

+ Right to erasure

+ Right to restrict processing
+ Right to data portability

- Right to object

Articles 12(1), 12(5), 12(7), 13 and 14 and Recitals 58-62

Article 12, 15 and Recital 63

Articles 12, 16 and 19

Articles 17, 19 and Recitals 65 and 66

Articles 18, 19 and Recital 67

Articles 12, 20 and Recital 68

Articles 12, 21 and Recitals 69 and 70
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GDPR introduction|Timeline

Time is running out...

Find a DPO Conduct Risk
Assessment Monitor & Refine
Allocate
Budget > Identify and >
implement Manage Budget
Plan Measures
Today

> Collect Evidences

Tomorrow
25.05.2018

DGALEMC
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GDPR introduction|Evidence of compliance

« Implement appropriate governance and organisational measures

this may include establishing data breach notification workflow, defining appropriate
data lifecycle and lawful retention policy...

Maintain relevant documentation on processing activities.

Where appropriate, appoint a Data Protection Officer.

Implement technical measures such as:
— Data minimisation;
—~ Pseudonymisation;
—  Encryption

Use data protection impact assessmenis where appropriate.

DGALEMC



GDPR and IT Service

Management




GDPR & ITSM|Introduction

= The ITIL v3 2011 Framework defines Processes, Procedures, Practices and Good Practices for a

structured and informed management of the Organization and IT Services

= |t has an evolution approach to the "Continuous Improvement" principle of the Deming Cycle, one of the
bases of ISO20000 and ISO27001 standards
= The use of ITIL for a first assessment of the impacts of the adoption of GDPR has several advantages:

— Comprehensive approach
— A"language" familiar and consolidated

— Provides a framework on which to act
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GDPR & ITSM|ITIL Service Lifecycle

According to ITIL, Service Lifecycle spans across the following 5
Phases:

1. Service Strategy: setting up the vision on the Services
Framework basing on Business landscape, taking into account

Service also normatives and regulations
Strategy

2. Service Design: IT Services Portfolio and Architecture Planning &
Design; Privacy, Security, Quality by Design & by Default are
applied

3. Service Transition: Coordinates Services implementation and
Release to Production; involves Release and Change
Management Processes and Practices, Risk Assurance activities.

Service 4. Service Operation: ensure the efficient and effective Operations
of Services, while fulfilling Users’ requests within the agreed SLAs

5. Continual Service Improvement: identifies and captures
Business and Operations requirements changes, catalizying
Service Improvement; collects performance, quality, compliance
levels measurements throughout the entire Service Lifecycle

15 DELLEMC



GDPR & ITSM|Impacted Processes

Service Service Service Service Continual

Service
Improvement

Strategy Design Transition Operation

Service Catal.
Mgmt

Service

Demand Mgmt Measurement

Knowledge Mgmt Incident Mgmt

Service Level
Mgmt

Service

Financial Mgmt Reporting

Change Mgmt Problem Mgmt

Change
Evaluation

Strategy Mgmt Capacity Mgmt Event Mgmt Imsr?)?;%?ent

Service Portfolio
Mgmt

Request
Fullfillment

Release &

Availability Mgmt Deploy. Mgmt

IT Service Cont.
Mgmt

Info Security
Mgmt

Business
Relation. Mgmt

Transition
Plan&Support

Service
Validat.&Test Legend

Asset & Config
Mgmt

Access Mgmt

Supplier Mgmt Highly Impacted

by GDPR

Design
Coordination

Slightly Impacted
by GDPR
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GDPR & ITSM|Technology Topics Summary

= Enterprise Risk Management
= Compliance Management

= Identity & Access
Management

* |ncident & Breach
Management

= Security Information and
event management

= Monitor, detection,
Response

= Centralised GRC
Framework
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Service
Strategy Service
Design

Service
Transition

Centralised GRC Framework

= Security Information and Event Mgmt

= Compliance Management

Centralised GRC Framework

IT Risk Management

Automated data life-cycle management
Compliance Management

Audit Management

Data Breach Workflow Management
Business Continuity Solution

Resilient solutions to cyber-attack
Third parties governance

Compliance Management
Change Management Workflow

DGALEMC



Soluzioni

Prodotti & Tecnologie DellEMC per il GDPR




Service Strategy & Service Design

Area

Service
Strategy

Service
Design

Principles

= Accountability
= Service Assurance

= Accountability
= Risk Mitigation
= Privacy by Design
= Least Privilege

= Segregation of
Duties

= Need to Know
= Due Diligence

= Compliance
Assurance

= Privacy by Design
= Chain of Custody

Technology
Topics
= Enterprise Risk Management
= Compliance Management

= Centralised GRC Framework

= |IT Risk Management

= Automated data life-cycle management
= Compliance Management

= Audit Management

= Data Breach Workflow Management

= Business Continuity Solution

= Resilient solutions to cyber-attack

= Third parties governance

Solutions

= RSA Archer

= RSA Archer

= Dell EMC Isolated Recovery Solution (IRS)

= Dell EMC VMAX SnapVX

= Dell EMC VMAX FAST/FAST VP
= Dell EMC Avamar

= Dell EMC Networker

= Dell EMC RecoverPoint

= Dell EMC VPLEX

= Dell EMC SC Compellent — Live Volume

= Dell EMC Data Domain (DD)

= Dell EMC Data Protection Advisor (DPA)

= Dell EMC Elastic Cloud Storage (ECS)
= Dell EMC Mozy
= Dell EMC Spanning




Service Transition & Service Operation

Area

Service

Transition

Service

Operation

Principles

= Awareness
= Accountability
= Due Diligence

= Service Assurance

= Accountability
= Due diligence
= Least Privilege

= Segregation of
Duties

= Need to Know

Technology
Topics

= Compliance Management
= Change Management Workflow

= |[dentity & Access Management
= Incident & Breach Management

= Security Information and event
management

= Monitor, Detection, Response
= Centralised GRC Framework

Solutions

= RSA Archer

= Dell EMC Avamar

= Dell EMC Networker

= Dell EMC Data Domain (DD)

= Dell EMC Data Protection Advisor (DPA)
= Dell EMC Tape Remediation

= Dell EMC Elastic Cloud Storage (ECS)

= VirtuStream

= RSA Archer

= RSA NetWitness

= Dell EMC Data Protection Advisor (DPA)
= Dell EMC Elastic Cloud Storage (ECS)

= Dell EMC SourceOne

= Dell EMC DP Search

= Dell EMC Mozy

= Dell EMC Isilon Search







